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**** Start of Changes****
[bookmark: _Toc4077251]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
[X]	3GPP TS 29.509: "5G System; Authentication Server Services".
**** Next Changes****
[bookmark: _Toc129956293][bookmark: _Toc51168055][bookmark: _Toc45274798][bookmark: _Toc45274211][bookmark: _Toc45028546][bookmark: _Toc35533203][bookmark: _Toc35528442][bookmark: _Toc26875691][bookmark: _Toc19634631]6.1.4.1a	Linking authentication confirmation to Nudm_UECM_Registration procedure from AMF
The information sent from the AUSF to the UDM that a successful or unsuccessful authentication of a subscriber has occurred, shall be used to link authentication confirmation to subsequent procedures. The AUSF shall send the Nudm_UEAuthentication_ResultConfirmation service operation for this purpose as shown in figure6.1.4.1a-1. 


Figure 6.1.4.1a-1: Linking increased Home control to subsequent procedures
1.	The AUSF shall inform UDM about the result and time of an authentication procedure with a UE using a Nudm_UEAuthentication_ResultConfirmation Request. This shall include the SUPI, a timestamp of the authentication, the authentication type (e.g. EAP method or 5G-AKA), and the serving network name.
NOTE: 	It may be sufficient for the purposes of fraud prevention to send only information about successful authentications, but this is up to operator policy.
2.	The UDM shall store the authentication status of the UE (SUPI, authentication result, timestamp, and the serving network name).
3.	UDM shall reply to AUSF with a Nudm_UEAuthentication_ResultConfirmation Response. 
4.	Upon reception of subsequent UE related procedures (e.g. Nudm_UECM_Registration_Request from AMF) UDM may apply actions according to home operator’s policy to detect and achieve protection against certain types of fraud (e.g. as proposed in clause 6.1.4.2).
6.1.4.X	Authentication result removal
[bookmark: OLE_LINK1]In the case of  purge of subscriber data in AMF after the UE deregisters from the network or the NAS SMC fails following the successful authentication the registration procedure as specified in clause 5.2.2.2.5 of TS 29.509 [x], the AMF needs to inform the UDM through the AUSF to remove the authentication result. In order to achiev this, the AMF shall invoke the Nausf_ UEAuthenticationResultRemoval service (see clause 14.1.x) by sending a Nausf_ UEAuthenticationResultRemoval Request message to the AUSF. The Nausf_ UEAuthenticationResultRemoval Request message shall contain the SUPI and serving network name. 
The AUSF shall send a Nudm_ UEAuthenticationResultRemoval Request (see clause 14.2.x) to the UDM for removing the authentication result of the UE after receiving the above message. The Nudm_ UEAuthenticationResultRemoval Request sent from AUSF to UDM includes the SUPI and the serving network name. 
Upon reception of the Nudm_ UEAuthenticationResultRemoval Request, the UDM shall mark the status of the authentication as invalid while keep the authentication event to record the AUSF ID.
**** Next Changes****
[bookmark: _Toc129956622][bookmark: _Toc51168370][bookmark: _Toc45275112][bookmark: _Toc45274525][bookmark: _Toc45028860][bookmark: _Toc35533491][bookmark: _Toc35528730][bookmark: _Toc26875963][bookmark: _Toc19634895]14.1.X	Nausf_UEAuthenticationResultRemoval service operation
Service operation name: Nausf_ UEAuthenticationResultRemoval
Description: Remove the authentication result in UDM in the case that the Purge of subscriber data in AMF after the UE deregisters from the network or the NAS SMC fails following the successful authentication the registration procedure.
Input, Required: SUPI, serving network name
Input, Optional: None 
Output, Required: None
Output, Optional: None
**** Next Changes****
[bookmark: _Toc129956628][bookmark: _Toc51168375][bookmark: _Toc45275117][bookmark: _Toc45274530][bookmark: _Toc45028865][bookmark: _Toc35533496][bookmark: _Toc35528735][bookmark: _Toc26875968][bookmark: _Toc19634900]14.2.X	Nudm_UEAuthenticationResultRemoval service operation
Service operation name: Nudm_UEAuthenticationResultRemoval
Description: Remove the authentication result in UDM in the case that the Purge of subscriber data in AMF after the UE deregisters from the network or the NAS SMC fails following the successful authentication the registration procedure.
Input, Required: SUPI, serving network name
Input, Optional: None 
Output, Required: None
Output, Optional: None
**** End of Changes****
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